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What is Performance in Defence?

Performance in Defence is measured by several key factors:

e Decision Speed: The rapidness of assessment and response.

e Target Accuracy: The precision and effectiveness of engagement.

e Survivability: The ability of forces and systems to endure threats.

e Operational Readiness: The state of being prepared for immediate deployment.
e Resource Efficiency: The optimal use of available personnel and materials.

e Strategic Deterrence: The capacity to dissuade adversarial actions.

Al is not adopted because it is modern. It is adopted because it enhances performance.



From Platform Superiority to Algorithmic Superiority

Traditional: M 5

Bigger tanks, faster jets

Faster computation, smarter
models




MACHINE PERFORMANCE ENHANCEMENT



Al in the OODA Loop
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Integrated Al-Enabled Defence Performance Architecture

STRATEGIC Al LAYER

(Command & Decision Superiority)

Al Assurance & Validation

Framework
C4I1SR & INTELLIGENCE Al
(Information Superiority)
T Explainability
Robustness
AUTONOMOUS COMBAT Al
(Execution Superiority) Adversarial Resilience
Bias Mitigation
HUMAN-CENTRIC Al Human Oversight
(Augmented Warfighter)
T Continuous Monitoring
SUSTAINMENT &
LIFECYCLE Al

(Operational Readiness)



STRATEGIC Al LAYER

Command & Decision Superiority

e Al-driven decision support
e War-gaming & scenario simulation
e Threat forecasting & escalation

modelling




C4ISR Performance Gains

e Faster target detection
e Reduced false positives
e Real-time anomaly detection
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Autonomous Systems as Force Multipliers

Performance gains:
Type of UAV Cost per flight hour Procurement cost

Light tactical

Risk reduction

MALE

o Scalability HALE
o Faster response
e Lower cost per mission

ICLE MARKET SIZE
E (BN)

Technology on The Battlefield, Oliver Wyman, 2025



Swarm Intelligence

Performance enhancement:

e Saturation capability
e Redundancy

e Distributed decision-making




Lifecycle Performance

Al improves: 2
i &,
Fleet availability &
) b FASTER HIGHER ARCRAFT
Maintenance prediction TESTING AVAILBILTY

AI-DRIVEN EFFICIENCY

Spare forecasting | @]

Logistics op.timisation

Readiness is performance




HUMAN PERFORMANCE ENHANCEMENT



The Augmented Soldier
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TRUSTWORTHY Al AS A PERFORMANCE
REQUIREMENT

When Al Decides
Performance Depends on Trust



Explainability Enhances
Performance

Faster operator confidence
Reduced hesitation
Improved human-Al teaming
Better post-mission analysis

Learning
Process

Training
Data

Tomorrow

New
Learning
Process

Training
Data

This is a cat
(p=.83)

Learned Output
Function

Ezplainable  Explanation
Model Interface

Explainable Al improves operational tempo.

User with
a Task

User with
a Task
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Examples:

e Terrain bias

- Language bias X ,,1 8. RETIREMENT ‘ “ ”'-g" Lossaumo
e Population bias £ i

m ]
I pa Ct - 7. RE-EVALUATION 3. VERIFICATION

AND VALIDATION

e Misidentification
® False alarms as | 6.CONTINUOUS Ayttt A:DEFLOYMENT 5

VALIDATION

e Theatre-specific failures ’ 4

Image Source: “From Inception to Retirement: Addressing Bias Throughout the Lifecycle of Al Systems A Practical
Guide”, Suzanne Snoek, Isabel Barbera ,2024



Dimensions:

e Robustness

e Reliability

e Transparency

e Security

e Human oversight

Trustworthiness as a Performance Multiplier

4 Is Al System resilient to Adversarial Attacks ? ;
Fey [*3
Potsoning Attacks linformation
: Leakage

' Al Application

Dataset

Al Pipeline

Without these Performance collapses.

R

Is output CORRECT?

Is output PRIVACY preserving?

Is output FAIR to user?

What led to output
(Decision EXPLAINABILITY)?




Developing Performance-Grade Trustworthy Al

Trustworthy Al Development Trustworthy Al Evaluation

Phase 1: Risk Assessment &
Risk Mitigation Plan

1
‘
1
! Phase 1.a. Review Risk Phase 1.b. Independent Risk

Al System Sytarn-level Risk A it Assessment & Mitigation Plan Assessment

Al Application Intended use

v’ Overall Al System Risk d
Level of Human Intervention Risk Assessment &

Mitigation Review Report Independent Risk Assessment

« Al Application Functional

Description v' Recommended Level of Human Intervention
* Operation Context

= Applicable Regulations & Policies Al Application-level Risk Assessment
Trustworthy Al - Principles | (w.r.t. each Trustworthy Principle)
® @ @ @

v’ Risks to various Trustworthy Principles
v' Criterla to mitigate Risks

Risk Mitigation Plan

Phase 2: Evaluation of Applied Measures

a. Assessment w.r.t Trustworthy b. Assessing Resilience to
Principles & Criteria Adversarial Attacks

Robustness &
Reliability

v Measures across Al Pipeline to meet Criteria

Phase 2: Incorporate Measures across Al Pipeline

Data Preparation

Model Design
5 Model Training Continuous
e
Data Gathering Model Testing Logging &
Data Cleaning % @ Monitoring incij i
Dt Ceanng ‘ '3 Trustworthy Principles Adversarial Robustness
ev.

Criteria for Trustworthy Al
Trustworthy Al Principles

Data Augmentation =g R Feedback Assessment Report Assessment Report
U Shting Supporting Modules D
Phase 3: Overall Assessment

Trustworthy Al Application Trustworthy Al - Assessment Matrix

Source: “Evaluating Trustworthy AI (ETAI) Framework for Defence”. DRDO (Oct 2024)
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\'-‘@ Indigenous Al Systems Enhancing Performance

National Performance Advantage Indigenisation improves:

e Swarm drones lﬂ\ e Supply chain resilience c

e Predictive maintenance suite & e Rapid iteration /@
®

e Al translators E.‘ Custom theatre optimisation '\/
e HUMS .
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FUTURE PERFORMANCE LANDSCAPE

Performance will depend on: : -

Algorithm speed NP S o
— —— Swarm dominance - v

Processing power Coordinated
& efficiency Al logistics autonomous systems

Optimized supply
chains

—— Cognitive command centres ——

Integrated
decision-making
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Al enhances Machines, Humans, Systems, Logistics, Strategy
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R But only if it is trustworthy. o
7 THANKYOU

Al in defence is not about replacing soldiers.

It is about Enhancing Performance — Responsibly, Reliably, and Strategically.
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